APPENDIX B - JNET TEAMS AND POSITIONS 

Table of Contents
1	Organizational Overview	1
2	Communications Team	2
2.1	Overview	2
2.2	Functional and Positions Overview	3
2.3	Team Knowledge and Skills	4
2.3.1	General Products	4
2.3.2	General Open Standards	4
2.4	Outcomes	5
2.4.1	Inputs	5
2.4.2	Tasks	5
2.5	Web Master / Deployment Lead	6
2.5.1	Specific Products	6
2.5.2	Specific Open Standards	6
2.5.3	Responsibilities	7
2.5.4	Desired Education, Knowledge, Skills and Abilities	8
2.6	Special Projects Lead	9
2.6.1	Criminal Justice Applications/Products	9
2.6.2	Specific Open Standards / Policy	9
2.6.3	Responsibilities	10
2.6.4	Desired Education, Knowledge, Skills and Abilities	11
2.7	Trainer / Course Developer	11
2.7.1	Specific Products	12
2.7.2	Specific Open Standards	13
2.7.3	Responsibilities	13
2.7.4	Desired Education, Knowledge, Skills and Abilities	14
2.8	Service Desk Agent(s)	15
2.8.1	Specific Products	15
2.8.2	Specific Open Standards	15
2.8.3	Responsibilities	15
2.8.4	Desired Education, Knowledge, Skills and Abilities	16
3	Applications Design, Development and Testing Team 	18
3.1	Overview	18
3.2	Functional and Positions Overview	19
3.3	Team Knowledge and Skills	20
3.3.1	General Products	20
3.3.2	General Open Standards	20
3.4	Outcomes	21
3.4.1	Inputs	21
3.4.2	Tasks	21
3.5	Senior Integration Developer(s)	23
3.5.1	Specific Products	24
3.5.2	Specific Open Standards	25
3.5.3	Responsibilities	25
3.5.4	Desired Education, Knowledge, Skills and Abilities	26
3.6	Senior Web Applications Developer(s)	27
3.6.1	Specific Products	28
3.6.2	Specific Open Standards	28
3.6.3	Responsibilities	29
3.6.4	Desired Education, Knowledge, Skills and Abilities	30
3.7	Senior Security Developer	32
3.7.1	Specific Products	33
3.7.2	Specific Open Standards	33
3.7.3	Responsibilities	33
3.7.4	Desired Education, Knowledge, Skills and Abilities	35
3.8	Quality Assurance (QA) Testing Specialist	35
3.8.1	Specific Products	35
3.8.2	Specific Open Standards	36
3.8.3	Responsibilities	36
3.8.4	Desired Education, Knowledge, Skills and Abilities	37
4	Applications Support Team 	38
4.1	Overview	38
4.2	Functional and Positions Overview	38
4.3	Team Knowledge and Skills	39
4.3.1	General Products	39
4.3.2	General Open Standards	40
4.4	Outcomes	40
4.4.1	Inputs	40
4.4.2	Tasks	41
4.5	Applications Support Specialist(s)	42
4.5.1	Specific Products	42
4.5.2	Specific Open Standards	42
4.5.3	Responsibilities	43
4.5.4	Desired Education, Knowledge, Skills and Abilities	44



[image: JNET Logo]

[image: JNET Logo]	APPENDIX B – JNET TEAMS AND POSITIONS	
	






Confidential	Page 
APPENDIX B	Page 42	03/20/2014
[bookmark: _Toc164571499][bookmark: _Toc478623225]Organizational Overview 
The Justice Network (JNET) is organizationally structured under the Commonwealth of Pennsylvania Governor’s Office of Administration.  The JNET office is provided direction from the Deputy Secretary of the Office of Administration and the JNET steering committee.  The JNET office is organized and managed by the JNET executive director.  The JNET office is a cross-matrix organization for project delivery. The JNET project management office assigns resources from across the various JNET functional teams to deliver on approved projects with clearly defined scope, objectives and tasks.  The JNET functional teams also provide various maintenance activities, support, processes and operational functions above and beyond JNETs projects.
The JNET office is comprised of six (6) functional teams all of which directly report to the JNET executive director.  These teams include; the Project Management Office, Communications, Applications Design, Development and Testing, Applications Support, Business and Continuous Service Improvement teams.  Each team provides unique functions to the JNET office.  
The project management office is fully staffed with commonwealth personnel and it provides for the management, oversight and tracking of all projects, issues.  Like the project management office, commonwealth personnel staff the technical services team.  This team provides continuing service improvement, tracking of key performance indicators, system performance monitoring.  
The communications team is responsible for JNET communications, JNET’s end user Service Desk, website(s) content, county notifications and deployments as well as special projects and end user training and course development.  
The Applications Design, Development and Testing team is responsible for providing applications development including web, application and integration/middleware based design development, data modeling, documentation, unit testing and support.  This team is also responsible for ensuring quality design and development processes including JNET string, integration and performance testing. 
The Applications Support team is responsible for providing applications support to all of JNET’s environments, liaison work with the Enterprise Data Center (EDC), production break fix and work around, monitoring, JNET outages, maintenance, support and upgrades and tier two support to the service desk. The business team is responsible for JNETs budgeting, spending, planning, business analysis, all security and end user and organizational audits.
The Business Office is responsible for financial management, security and auditing as well as project functional business requirements.
Continuous Service Improvement (CSI) is responsible for developing and tracking key performance measurements, critical success factors and metrics. CSI then makes recommendations for improvements based on these measurements. 



[bookmark: _Toc477787665][bookmark: _Toc477787666][bookmark: _Toc477787667][bookmark: _Toc477787668][bookmark: _Toc477787669][bookmark: _Toc477787670][bookmark: _Toc477787671][bookmark: _Toc477787672][bookmark: _Toc477787673][bookmark: _Toc477787674][bookmark: _Toc477787675][bookmark: _Toc477787676][bookmark: _Toc477787677][bookmark: _Toc477787678][bookmark: _Toc477787679][bookmark: _Toc477787680][bookmark: _Toc477787681][bookmark: _Toc477787682][bookmark: _Toc477787683][bookmark: _Toc477787684][bookmark: _Toc477787685][bookmark: _Toc477787686][bookmark: _Toc477787687][bookmark: _Toc477787688][bookmark: _Toc477787689][bookmark: _Toc477787702][bookmark: _Toc477787703][bookmark: _Toc477787704][bookmark: _Toc477787705][bookmark: _Toc477787706][bookmark: _Toc477787707][bookmark: _Toc477787708][bookmark: _Toc477787709][bookmark: _Toc477787710][bookmark: _Toc477787711][bookmark: _Toc477787712][bookmark: _Toc477787713][bookmark: _Toc477787714][bookmark: _Toc477787715][bookmark: _Toc477787716][bookmark: _Toc477787717][bookmark: _Toc477787718][bookmark: _Toc477787719][bookmark: _Toc477787720][bookmark: _Toc477787721][bookmark: _Toc477787722][bookmark: _Toc477787723][bookmark: _Toc477787724][bookmark: _Toc477787725][bookmark: _Toc477787726][bookmark: _Toc477787727][bookmark: _Toc477787728][bookmark: _Toc477787729][bookmark: _Toc477787730][bookmark: _Toc477787731][bookmark: _Toc477787732][bookmark: _Toc477787733][bookmark: _Toc477787734][bookmark: _Toc477787735][bookmark: _Toc477787736][bookmark: _Toc477787737][bookmark: _Toc477787738][bookmark: _Toc477787739][bookmark: _Toc477787740][bookmark: _Toc477787741][bookmark: _Toc478623226]Communications Team 
[bookmark: _Toc478623227]Overview 
The Communications Office is responsible for promoting JNET throughout the Commonwealth’s agencies, counties, municipalities and federal agencies within the Commonwealth, as well as neighboring states. The Communications Team is responsible for all aspects of communicating, working with the user community and serving as a central repository for the JNET Service Desk. This repository provides statistical data which is used for reporting and process improvement modeling purposes.
The Communications Office is fully engaged in all application development projects. With input from a cross section of the user community, the communications team gathers application requirements through Joint Application Development (JAD) sessions.  This team also coordinates and assists in performing User Acceptance Testing (UAT).
The Communications Office is also the lead team on all JNET Integration activities.  This activity provides authorized users with access to JNET and additional services like the JNET Messaging Infrastructure, Notifications, Facial Recognition, Electronic Reporting (ER), Juvenile Tracking System and the evaluation and coordination of biometric technologies as they relate to the Offender Identification Process. The team also functions as the liaison with outside suppliers and various state agencies associated with offender processing hardware and software. 
This team is in contact with the JNET user community through the Service Desk, agency and county presentations, JAD and Scorecard sessions, and bi-annual integration meetings.  This constant contact is critical to the success of the JNET Office.  It provides essential feedback to the JNET business process for improvements.  In addition, the team is responsible for keeping the user community, partners, and the public informed of any JNET related issues or updates including new applications, enhancements to existing applications success stories, and new policies and procedures. This is done using many types of media including targeted e-mails, website announcements, meetings, on-site visits, and presentations. The Communications team maintains various contact lists, the JNET public and secure websites, and works with the Governor’s Office Press Secretary to distribute press releases or place articles in the public press as needed. 
The team assists in the development of policy recommendations, procedures, standards, and strategies to accommodate JNET projects, and to assure compliance with overall Commonwealth IT standards. These policy recommendations, procedures, standards and strategies are designed to address county policy team development; group or individual county equipment and/or services acquisition; JNET connection process; county user policies and procedures; county user data and system access requests; and other administrative and operational issues related to the operation of JNET.
Overall, this team is responsible for development and delivery of information and awareness across the JNET community.
The JNET Service Desk provides support services to the JNET internal staff as well as all external JNET users.  The Service Desk is staffed at two (2) full time equivalents (FTE’s).  The Application Design & Development and Testing Office provide specialists to handle escalated incidents.  Internal JNET staff calls are placed directly with the JNET Service Desk.  External users first report their incidents and service requests to their Agency/County/Municipal Point of Contact.  If it is determined to be a JNET related issue, the incident or service request is reported to the JNET Service Desk for handling in line with the established Call Handling Procedures. In some cases, local Service Desk providers’ forward ServiceNow tickets to the JNET Service Desk for resolution.  More information on the JNET Service Desk Support responsibilities and support levels can be found in Appendix X, JNET Support Group Roles and Appendix P, JNET Support Escalation Levels Table respectively.
JNET frequently deploys new and updated versions of applications.  The Service Desk lead is responsible to attend regular deployment meetings to learn of enhancements to JNET applications and other details that may affect the end users.  Service Desk staff also participate in bi-weekly Applications Support team meetings.
Contracted Service Needs – Two (2) full-time Service Desk Agents, one (1) full-time Special Projects Lead, one (1) full-time Web Master/Deployment Lead and one (1) full-time Trainer / Courseware Developer.
The Offeror should describe how it can enhance the service needs of the Communications Team to include:
· Service Desk Support and leadership.
· Subject Matter Expertise for biometric technology integration.
· Messaging deployment and support.
· Web Portal design, development, and maintenance.
· Courseware development and training.

[bookmark: _Toc478623228]Functional and Positions Overview
The Communications Manager reports to the Executive Director.


The Communications Manager is responsible for the planning, assignment, and management of the activities of the members of the Communications Team.
The Communications Team serves JNET in the following ways:
· It provides for the development and delivery of information across the JNET community;
· It serves as the central repository for issues and inquiries through the JNET Service Desk.
· It serves as the single point of coordination for content based updates to the JNET public and private websites
· It serves as the county deployment lead for messaging and notifications configurations.  

[bookmark: _Toc478623229]Team Knowledge and Skills
The Communications staff is required to have a working knowledge of the following software products and Open Standards technologies.  In addition to the general products and open standards for the team each position may be required to have additional knowledge of software products and open standards.  See Appendix F, Proposed Personnel Product Skills Matrix for more information.

[bookmark: _Toc478623230]General Products
The entire Communications Team is required to have a working knowledge of the following products and technologies.
	Microsoft Windows Desktop 
	Microsoft Internet Explorer

	Microsoft Office Suite
	Microsoft Sharepoint

	Adobe Acrobat
	



[bookmark: _Toc478623231]General Open Standards
The Communications Team is also required to have a working knowledge of the following open standards:
	Hyper Text Mark-Up Language (HTML)
	Extensible Mark-Up Language (XML)

	Java API for XML Processing (JAXP)
	Java Server Pages (JSP)	

	Java 2 Platform, Enterprise Edition (J2EE) 
	Enterprise JavaBeans (EJB)	

	Java Message Service (JMS) 
	.NET

	Java Servlets			
	Web Services

	Java Cryptography Extension (JCE)
	SSL and TLS

	X.509v3 - Digital Certificates
	IPSEC

	Java Database Connectivity (JDBC)
	X.500 – Directory Services

	Java Connection Architecture (JCA)
	Java Naming and Directory Interface (JNDI)

	Universal Data Discovery Interface (UDDI)
	eBXML 1.0 and 2.0 specifications

	Simple Object Access Protocol (SOAP)
	NIEM Global standards

	JSF (Java Server Faces)
	



[bookmark: _Toc478623232]Outcomes
[bookmark: _Toc478623233]Inputs
· Provide input and assist in creating detailed monthly status reports that include:
· Number of calls to the Service Desk.
· Call types by application received in the Service Desk.
· Production problem analysis determination and issue resolution.
· Overall process improvement modeling coordination.
· Incidents and service requests made through calls or emails
· Month-end reports on CPIN/LIVESCAN deployments/orders and ongoing activity status.
· Document quick reference guides for the Service Desk.
· Conference Presentation status/feedback.
· Presentations and attendance at conferences as required.
· County installation and deployment of the electronic reporting (ER) application.
· County/Agency installation and deployment of notifications.
· County/Agency enhancements.
· Web site statistics.
· Ensure and report on vendor compliance with biometric identification deployments and maintenance.
· Portal development statistics, as required.
· Number of scorecard statistics generated.
· Provide input and support to the weekly Communications meetings.
· Other work products and deliverables as assigned by JNET.
· Training data

[bookmark: _Toc478623234]Tasks
While the JNET Office is seeking individuals to fill key roles within the JNET Office, it is also oriented toward providing deployment communications, special projects, and service desk services to JNET.  This section provides a set of work products that will be expected from the Communications team.  

[bookmark: _Toc478623235]Web Master / Deployment Lead
This position involves advanced professional work in IT policy analysis, development, and technical consulting for JNET and all partnering agencies; Federal, state, county, and local. An employee in this position functions as a Portal Manager, web master and message deployment specialist.  This position also assists in networking activities between JNET and user agencies.  This individual is a member of JNET’s Communications Team and is responsible for the development, analysis, and decision making of broad, complex issues relating to both the messaging and portal environments that span over various agencies. 
[bookmark: OLE_LINK3][bookmark: OLE_LINK4]Work is characterized by projects and activities that focus on development, analyzing, planning, and implementing IT portal and messaging initiatives, which are consistent with the IT Strategic direction of JNET and Commonwealth policies and procedures. An employee in this position will develop the IT portal strategies, policies, and plans for JNET and perform detailed analysis in ensuring that JNET’s IT portal environment achieves the goals outlined by JNET. The individual in this position must consider and make business decisions based on JNET Goals, Commonwealth policies, and the sensitive nature of the criminal justice community in a role-based portal environment.

[bookmark: _Toc380668909][bookmark: _Toc478623236]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	Microsoft Server 
	Linux/Unix

	Microsoft Visio
	Microsoft Project

	Moodle
	WordPress

	IBM webSphere MQ
	IBM webSphere MQ Appliance

	IBM Datapower (XI50, XI52)
	IBM Datapower Virtual Appliances

	Microsoft Visual Studio TFS
	Microsoft Internet Information Server (IIS)

	ITSM ServiceNow
	Eclipse

	Altova – XML Spy
	Microsoft SQL

	Micro Focus (Novell) e-Directory/LDAP
	




[bookmark: _Toc380668910][bookmark: _Toc478623237]Specific Open Standards
	Hyper Text Mark-Up Language (HTML)
	Extensible Mark-Up Language (XML)

	Java 2 Platform, Enterprise Edition (J2EE) 
	Enterprise JavaBeans (EJB)  

	X.509v3 - Digital Certificates
	.NET

	Java Database Connectivity (JDBC) 
	Web Services

	Simple Object Access Protocol (SOAP)
	SSL and TLS

	NIEM Global standards
	IPSEC



[bookmark: _Toc478623238]Responsibilities
· Develops, designs, and conducts analytical studies of complex policy issues, problems, trends, and resource needs which have a significant impact on the enterprise resource management and agency practices both within JNET and outside of JNET.
· Plans, schedules, supervises and evaluates the work of technical staff involved in the analysis, design, planning, development, maintenance and documentation of all components of the JNET portal as they apply to the policies and goals of JNET, the Commonwealth, and that of external agencies. 
· Provides technical solutions to JNET and business partners based best practices and messaging requirements.
· Provides research, consultation, and decision making on configuring, managing, and troubleshooting the public and secure portals as well as messaging infrastructure configuration to various agencies and users. 
· Works with external vendors to implement IT programs and policy.
· Develops, tests and deploys JNET notification services to local, state, and federal agencies.
· Serves as a JNET messaging developer in both the secure and internet JNET environments.
· Works with Application Support on networking projects with user agencies. 
· Enables connectivity to County Adult Probation Departments and Jails through the JNET ERII and ER2P services.
· Assists the JNET Application Support Team in maintaining legacy JNET electronic reporting services.
· Reviews departmental, agency, county, and Federal IT requests to ensure feasibility and compliance with statewide initiatives, standards, and ITB’s.  
· Serves as lead design analyst on various JNET projects to provide direction and guidance on proposed messaging and portal activities.
· Documents technical requirements for a variety of JNET projects.
· Researches issues, identifies potential policy conflicts, and prepares, presents summary reports, and identifies portal and messaging requests throughout the organization.
· Establishes and decides the appropriate monitoring checks in an effort to determine the level of compliance with JNET service level agreements.
· Identifies areas of need for additional standards, policies, and procedures.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned. 
· Perform additional duties as assigned. 

[bookmark: _Toc381338970][bookmark: _Toc381339080][bookmark: _Toc381361094][bookmark: _Toc381692566][bookmark: _Toc478623239]Desired Education, Knowledge, Skills and Abilities
· Proficient with Microsoft office tools (including but not limited to; Word, Excel, Access, Outlook, Visio, and Power Point).
· Proven ability to interact at all levels of the organization, works independently, and is self-motivated.
· Ability to work cooperatively with all levels of staff within state, county and federal agencies.
· Demonstrated problem solving skills, and strong conceptual and analytical skills.
· Ability to interpret and apply the Commonwealth’s policies and procedures for all portal related activity. 
· Ability to present findings and recommendations in the form of executive summaries.
· Ability to provide leadership and guidance and to establish and maintain effective working relationships with various levels of employees including executive management, agency CIO’s, project teams, and contractors.
· Proven track record working as a team member.
· Demonstrated decision making skills.
· Excellent verbal and written communications skills.
· Proficient in the use of MS-SQL, Oracle, IBM MQ, and Portal technologies.
· Bachelor’s Degree preferred. 
· Five years professional experience in Web development.
· Five years professional experience in messaging and service development and deployment.
· Detailed working knowledge in HTML, Java Script, XML, and J2EE development environment.

The staffing requirement for the Web Master/Deployment Lead is for one (1) contractor.
The Web Master/Deployment Lead reports to the JNET Communications Manager.

[bookmark: _Toc478623240]Special Projects Lead 
The individual in this position is the subject matter expert for offender management systems, business best practices, and technology implementation for JNET.  Offender management system processing includes the hardware, software, and the criminal justice process starting with booking and continuing through the criminal justice life cycle that follows. The position must work with law enforcement agencies to evaluate, plan, and coordinate all electronic software and hardware for offender management processing. This individual must have a complete understanding of all offender management processing issues, potential issues, and provide input for resolution.
The individual meets with criminal justice and law enforcement agencies and county representatives on a  regular basis to provide general awareness, project status, issues, planned milestones, and to gather feedback on offender processing related issues. This position also travels to counties throughout the Commonwealth to meet with law enforcement staff, county booking center staff, and criminal justice staff. The position will act as liaison to county and municipal officials, law enforcement staff, and select service vendors.
Responsibilities include performing assignments of a broad scope in the offender processing environment at the local, county, and state levels. The individual analyzes current and projected needs for hardware and software. The individual also assists in the development of policy recommendations, procedures, and strategies to accommodate offender processing throughout the Commonwealth. 

[bookmark: _Toc478623241] Criminal Justice Applications/Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	Automated Fingerprint Identification Systems (AFIS)
	Commonwealth Photo Imaging System

	Live Scan Fingerprint Capturing
	PA Chiefs of Police Facial Recognition System



[bookmark: _Toc381692570][bookmark: _Toc478623242]Specific Open Standards / Policy
	FBI CJIS
	PA CHRIA

	NIEM Global standards
	



[bookmark: _Toc478623243]Responsibilities
· Developing, designing and conducting significant, specialized analytical studies of issues, presentations, problems, and trends having impact on offender management processing at the local, state, and national levels.
· Developing policy recommendations, procedures, standards, and strategies to accommodate the JNET project, while assuring compliance with overall Commonwealth IT standards. Policy recommendations, procedures, standards and strategies may address county policy team development, county user policies and procedures, county user data and system access requests, and other administrative issues related to the implementation of JNET.
· Maintaining and updating contacts and equipment for all offender management processing within the Commonwealth.
· Coordinating and participating in JNET presentations given to local, county, and state agencies, as well as to national audiences.
· Participating in evaluations and proposals pertaining to all offender processing equipment and software.
· Participating in various associations and representing JNET in those associations within the Commonwealth.
· Communicating all pertinent county deployment deliverables to counties, JNET Staff, and other contractors.
· Assisting JNET with special assignments dealing with law enforcement policies and procedures.
· Serving as a Subject Matter Expert (SME) on JNET related projects and initiatives.
· Evaluating biometric technology as it relates to offender identification processes in the criminal justice environment.
· Identifying and analyzing potential grants that may be available to JNET.
· Developing and reviewing concept papers and grant applications to acquire funding necessary for the implementation of equipment and software within the JNET environment. 
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned. 
· Perform additional duties as assigned. 

[bookmark: _Toc478623244]Desired Education, Knowledge, Skills and Abilities
· Bachelor’s Degree in Criminal Justice, Business Administration or related field, or equivalent practical job experience.
· Ten years of experience within Pennsylvania’s criminal justice system.
· Considerable knowledge and high proficiency in the area of criminal justice, law enforcement booking center processes, and the Criminal History Records Information Act (CHRIA).   
· An understanding of regional, national, and international criminal justice systems, initiatives, and trends. 
· Excellent organizational skills.
· Excellent verbal and written communications skills - at ease moderating large groups.
· Sound analytical skills and a desire to work in a fast-paced, team-oriented environment.
· A strong customer service focus and the ability to leverage best business practices.
· Proven ability to interact at all levels of the organization.  
· Creative ability, writing efficiency, skill in creating and editing various forms of informational material.
· Demonstrated ability to work as an effective team member.

The staffing requirement for the Special Projects Manager position is one (1) FT contractor.
The Special Projects Manager reports to the JNET Communications Manager. 

[bookmark: _Toc478623245]Trainer / Course Developer
The individual in the Trainer position is responsible for conducting the hands-on training delivery of all JNET material. The Trainer will work with the JNET Business Manager to identify JNET training needs and to develop, implement, maintain, and improve upon classroom training, training delivery systems, certification and testing methods, e-learning and learning management systems.   The Trainer will be responsible for conducting instructor led trainings at course locations across the Commonwealth of Pennsylvania and will be responsible for developing automated courseware for web-based trainings. 
Development of the JNET training program will be a collaborative effort across the JNET organization.  The Trainer will be involved in the design and development sessions, producing the program plans and deliverables, and will ensure buy-in from JNET management.  The Trainer will be responsible for creating curriculum to support new applications in accordance with the JNET Training Methodology document. This will include authoring a base training document from which all other training documents and LMS modules will be developed. 
The Trainer will be responsible for gathering feedback from trainees in order to improve the JNET curriculum.  The Trainer will also be responsible for reviewing the training program periodically and suggesting creative ways to implement training.  The Trainer will be required to put together supporting documentation such as specification documents, training procedures, PowerPoint presentations, etc. 
The Trainer will also provide training administration support by managing the development and delivery of training curriculum and materials.  The Trainer will provide technical assistance to agencies and departments to increase user awareness and comfort / knowledge levels. The individual in this position will be responsible for overseeing the organization of training schedules – training dates, course times, and training locations. The Trainer will work with the Business Manager to coordinate and schedule JNET trainings and training activities. Trainings will be coordinated regionally when possible to maximize training resources.
The Trainer is also responsible for maintaining a training inventory that reflects the type of training delivered; the names of the individuals attending the course and the dates the training was offered.   The individual in this position will continually assess the training inventory to maintain currency.  The Trainer will ensure application enhancements and modifications are included in manual and automated training material updates and delivered across the JNET community in a timely manner.  The individual in this position will identify areas for improvement and develop/acquire the necessary materials.  The individual in this position is responsible for testing of new training techniques, strategies, tools and processes to boost training effectiveness.
The Trainer must have experience with training delivery systems, certification and testing methods and tools, e-learning, operation / department learning management systems, and reporting requirements.  
The individual in this position designs and develops curriculum for internal and external customers. The individual in this position is proficient in developing materials for a range of instruction-delivery methods including text-based lessons, graphical representations, instructor-led classes, Computer-Based Training (CBT)/Web-Based Training (WBT), videos, and other e-learning experiences. The Trainer will assist in the development of competency models and then, based on those models, develops solutions, instructional strategies, and selects or develops instructional materials. The Trainer will improve the usability of instruction through effective display of information and extend the interactivity of instruction.  Custom training may be required to be developed and delivered to meet specific user needs.

[bookmark: _Toc478623246]Specific Products
This position is not required to have any additional software product knowledge beyond those identified for the team.  
	Ancile Uperform 
	SumTotal ToolBook

	Moodle
	ITSM ServiceNow



[bookmark: _Toc478623247]Specific Open Standards
none.

[bookmark: _Toc478623248]Responsibilities
1. Executing all JNET training and other events as needed.
1. Working with the JNET Business Manager and Business Analysts to define and analyze training business requirements.
1. Creating and preparing JNET training materials including manuals, presentations, and tests.
1. Gathering user feedback from training sessions in order to increase the training value to the user community.
1. Working with the JNET Service Desk to gather additional training needs or gaps and provide feedback to the JNET Service Desk, Application Support, Application Development, and Policy & Architecture teams for increasing customer support and application performance and functionality.
1. Providing requirements and functionality for new application development.
1. Creating regular reports on training accomplishments, status, and milestones.
1. Providing technical assistance to Commonwealth agencies, counties, and departments to increase user awareness and comfort levels. 
1. Assisting the Training Administrator in developing Web-based training, and assisting in preparing materials for training classes. 
1. Assisting in conceptual design, development, documentation and implementation/modifications of all JNET courseware.
1. Designing and developing courseware with the JNET Learning Management System (LMS).
10. Updating and troubleshooting all JNET courseware and software support the courseware including:
0. Managing desired training-based graphic icons.
0. Developing and enhancing JNET courseware.
0. Assisting in Tier 1B Service Desk support for the CBT/LMS program.
0. Keeping abreast of industry standards and training solutions.
0. Providing monthly training reports and training benchmarks for the PMO and JNET Office.
1. Ensure completion of all assigned tasks on or before the assigned tasks due dates.
1. Provide honest, thoughtful, timely, and reasonable work and time estimates.  
1. Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
1. Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
1. Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
1. Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
1. Work cooperatively with all JNET teams and team members 
1. Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
1. Arrive at meetings on or before the scheduled start time.
1. Be prepared for all assigned agenda items in meetings. 
1. Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
1. Develop, modify and complete all reporting and timesheets in a timely manner.
1. Resolve all issues in a timely manner.
1. Develop, update and maintain a desk manual to facilitate detailed transition of work. 
1. Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
1. Provide mentoring and training to other staff as assigned.
1. Perform additional duties as assigned. 

[bookmark: _Toc478623249]Desired Education, Knowledge, Skills and Abilities
1. Bachelor’s Degree preferred.
1. Minimum of five years’ experience designing and developing training and materials for technical or web-based training; such as:
12. Course task lists.
12. Course terminal and enabling objectives.
12. Course catalog description.
12. Detailed course outline.
12. Instructor lesson guides.
12. Student guides and additional student materials.
12. Job aids.
1. Proficient in the use of Microsoft Office applications: Word, Excel, Access, PowerPoint and Outlook.
1. Ability to organize and manage course schedules and materials.
1. Ability to relate to individuals with diverse backgrounds.
1. Excellent oral and written communications skills.
1. Excellent organizational skills.
1. Excellent skills in analytical/critical thinking.
1. Expertise in digital media such as digital camera, scanners, and applications such as Adobe Photoshop, and Adobe PDF distiller.
1. Ability to work on multiple projects and ability work within deadlines.
1. Leadership and supervisory experience.
1. Outstanding communication and project management skills. 
1. Experience with development of computer training systems.
1. Experience with multimedia training programs.
1. Ability to interact in a positive manner with employees, peers, clients, and management.
1. High energy level with great interpersonal skills and ability to thrive on multiple challenges.
1. Ability to work as an effective team member.
1. Expertise in developing training solutions using a variety of instructional methods and delivery formats.

The staffing requirement for the Trainer / Course Developer position is one (1) FT contractors.
The Trainer / Course Developer reports to the Communications Manager.

[bookmark: _Toc478623250]Service Desk Agent(s)
The individuals in these positions function as the direct contact for users calling into the JNET Service Desk. The Service Desk is the central repository for accepting inquiries from both internal and external JNET users for the purpose of providing answers and resolving issues. The Service Desk is made available to JNET users from 7:00 AM to 5:00 PM Monday through Friday excluding holidays.  Additional support for after hours, weekends and holidays is provided by Application Support for identified applications and services and Service Desk Agents may be required to participate assist. 
The Service Desk Agent is responsible for staffing the Service Desk to answer inquiries and provide resolutions or to facilitate resolutions by routing the issue onto the next level of support.
These individuals are subject matter experts pertaining to JNET applications (both hosted and those supported by JNET) and procedural issues as well.

[bookmark: _Toc478623251]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	ITSM ServiceNow
	WordPress



[bookmark: _Toc478623252]Specific Open Standards
none

[bookmark: _Toc478623253]Responsibilities
· Answer user inquiries and aid in solving issues.
· Check and process messages left on the Service Desk voice mail.
· Check and process e-mail sent to the Service Desk resource account.
· Monitor system status tools (including live monitors) for outages and initiate corrective actions.
· Post outages and manage outages ensuring all the proper authorities are notified.
· Download and resolve certificate issues.
· Escalate issues for resolution.
· Record and document all user inquiries and requests for service into a tracking system.
· Follow-up with user solutions.
· Alert Service Desk lead of issues that are not being resolved through normal procedures
· Provide basic trouble shooting with windows desktops and internet explorer.
· Provide basic trouble shooting with Virtual Private Networks (VPNs).
· Develop and document troubleshooting information and/or frequently asked questions for applications.
· Develop and document knowledge transfer documentation for problematic issues.
· Maintain the highest level of expertise with assigned applications.
· Update JNET’s secure and public sites when the JNET Portal Manager is unavailable.
· Verify that greetings and messages are up to date and accurate.  
· Activate and deactivate emergency messages as needed for operational needs.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned. 
· Perform additional duties as assigned. 

[bookmark: _Toc478623254]Desired Education, Knowledge, Skills and Abilities
· In-depth technical knowledge and proficiency in IT desktop environment.
· Technical knowledge and proficiency in computer and telephony equipment
· Proficient understanding of MS Word, Excel, and automated tracking systems.
· Knowledgeable of the criminal justice system.
· Knowledge and experience in trouble shooting windows based operating systems, internet explorer.
· Knowledge and experience in VPNs.
· Experience in a professional  Help or Service Desk or  Help or Service Desk environment.
· Excellent communications and writing skills.
· Excellent organizational skills.
· Demonstrated ability to work as an effective team member.
· Sound analytical skills and a desire to work in a fast-paced, team-oriented environment.
· Understanding of IT best practices, including but not limited to ITIL.

The staffing requirement for the Service Desk Agents positions are for two (2) FT contractors.
The Service Desk Agent positions report to the JNET Service Desk Team Lead.



[bookmark: _Toc478623255]Applications Design, Development and Testing Team 
[bookmark: _Toc478623256]Overview 
The JNET Application Design, Development and Testing Office is responsible for developing products and services defined by the JNET Executive Director.  This team is responsible for software design, software construction, unit testing, defect remediation, the JNET messaging infrastructure, and software implementation. The JNET software development process integrates software development, integrated messaging, and quality assurance practices into a flexible yet orderly approach.  
This team is also responsible for developing, maintaining and deploying standards, guidance and deployment documentation in support of JNET integration efforts, applications and services. This team will also ensure compliance to design and functional standards across JNET and the enterprise.  Additionally, this team is responsible for systems design that aligns with Commonwealth IT standards and Federal information sharing and security standards such as the National Information Exchange Model (NIEM), the Global Reference Architecture (GRA), Global Federated Identity and Privilege Management (GFIPM), State Identity Credentialing and Access Management (SICAM) and the National Identity Exchange Federation (NIEF).
Contracted Service Needs –, Four (4) full-time Senior Application Developers One (1) Senior Security Developer, Four (4) Senior Integration Developers and One (1) Quality Assurance (QA) Testing Specialist:
· Resource skills shall include: 
· Java/J2EE
· EXtensible Markup Language (XML)
· National Information Exchange Model (NIEM)
· Global Reference Architecture (GRA)
· Global Federated Identity and Privilege Management (GFIPM)
· State Identity Credentialing and Access Management (SICAM)
· National Identity Exchange Federation (NIEF)
· Wireless access to secure services
· Policy development & alignment
· Best practices
· Product Research

1. The Offeror should describe how it plans to comply with JNET application development, messaging, XML design, testing and maintenance standards.
2. The Offeror should describe its approach to application-wide documentation of requirements and design materials.
3. The Offeror should provide its approach to developing, maintaining and enforcing IT standards.
4. The Offeror should describe its ability to develop an approval process for standards as well as training and outreach on key standards.
5. The Offeror should provide its approach to translating business requirements into systems requirements.
6. The Offeror should describe its approach to developing data models and data dictionaries, including experience with XML and NIEM.
7. The Offeror should describe its approach to working with an enterprise-wide security.

[bookmark: _Toc478623257]Functional and Positions Overview
The Application Design, Development and Testing Team reports to the JNET Application Manager.  The organizational chart below represents the structure of that team including both Commonwealth, represented by gray boxes, and contracted staff, represented by white boxes.  This team is divided into four sub-teams:
1. Application Policy & Architecture Development Team 
2. Integration Development Team
3. Application Development Team
4. Quality Assurance (QA)Testing Team
Each of these sub-teams is led overseen by the JNET Applications Manager and are described in more detail in subsequent sections below.





The Application Design, Development and Testing Team is responsible for developing the product or service the project was commissioned to deliver.  This team implements the project plan by executing software design, software construction, software testing and software implementation phases of the JNET Project Life Cycle.  The JNET software development process integrates software development and quality assurance practices into a flexible yet orderly approach.  
In addition to initial development, the Application Design, Development and Testing Team is responsible for enhancements, maintenance, and support of the applications within JNET.  The production application environment includes three core application areas: Web Query Applications, Messaging Infrastructure, and the Information Service Bus.  Primary functional areas within Application Development are web hosting and maintenance, application enhancements and support, and testing.  
The Application Design, Development and Testing Team is responsible for the development, compliance and maintenance of JNET application development standards and guidelines.  These standards may include user interface, development and modeling tools and techniques, testing and quality assurance methods, error handling and auditing procedures.   This team also provides support to development groups outside of JNET to provide developer support and appropriate integration testing to ensure a basic level of integration and configuration compliance.

[bookmark: _Toc478623258]Team Knowledge and Skills
[bookmark: _Toc478623259]General Products
The entire Applications Design, Development and Testing Team is required to have a working knowledge of the following products and technologies.
	Microsoft Windows Desktop  
	Microsoft Windows Server

	Microsoft Internet Explorer
	Linux/Unix

	Microsoft Windows Office Suite
	Microsoft Visio

	Microsoft SharePoint
	Adobe Acrobat

	Microsoft Project
	Microsoft Team Foundation Server

	Microsoft Internet Information Server (IIS)
	ITSM Service NOW

	Altova XML Spy
	Microsoft SQL

	Micro Focus (Novell) e-Directory/LDAP
	Microsoft SQL Reporting Services

	SmartBear API Readiness
	



[bookmark: _Toc478623260]General Open Standards
This team is also required to have a working knowledge of the following open standards:
	Hyper Text Mark-Up Language (HTML)
	Extensible Mark-Up Language (XML)

	Java API for XML Processing (JAXP)
	JavaServer Pages (JSP)	

	Java 2 Platform, Enterprise Edition (J2EE) 
	Enterprise JavaBeans (EJB)	

	Java Message Service (JMS) 
	Java API for XML Processing (JAXP)

	Java Servlets			
	Java Server Faces (JFS)

	Java Cryptography Extension (JCE)
	SSL 3 - Secure Sockets Layer

	X.509v3 - Digital Certificates
	Simple Object Access Protocol (SOAP)

	Java Database Connectivity (JDBC)
	X.500 – Directory Services

	Java Connection Architecture (JCA)
	Java Naming and Directory Interface (JNDI)

	Universal Data Discovery Interface (UDDI)
	XSLT, XPath, CSS2

	Lightweight Directory Access Protocol (LDAP)
	


[bookmark: _Toc478623261]Outcomes
[bookmark: _Toc478623262]Inputs
The inputs to the Application Design, Development and Testing Team include:
· JNET Office and information systems procedures, policies, and standards; the detailed procedures and policies that will guide the Offerors delivery of ongoing professional services.
· Current JNET proto-type environments including logical and physical designs.
· Current JNET development environments including logical and physical designs.
· Current JNET testing environments including logical and physical designs.
· Access to JNET installed products in each environment (development, test and production for diagnosis).
· The current JNET code repository.  This repository contains all JNET project blueprints, source code, documentation, test plans, test scripts, XML, DTD’s, data models, Service Specification Packages, Information Exchange Packages etc. necessary to maintain and modify the custom JNET system. 
· Functional and non-functional requirements documentation.
· Existing JNET architecture and engineering documentation.
· Certificate and Certificate Policy Statements and all other JNET policies.

[bookmark: _Toc478623263]Tasks
Applications Design, Development and Testing team deliverables consist of a collection of ongoing services to JNET and include:
· Provide Tier-1b Service Desk support for all custom JNET Applications.
· Provide support, consultation, technical support and input on the JNET technology including but not limited to JNET event messaging, services and all integration development, fixes, modifications and upgrades.
· Administration, coding and development using the JNET provided integration middleware products (including but not limited to; IBM Datapower XI series equipment, MQ Series, webMethods Integration Server, Broker, Optimize, and MywebMethods Server, Oracle BEA Weblogic.
· Responsible for the application maintenance and support services of all JNET applications, the JNET MI, and JNET MI custom applications.
· Assist the PMO in the development of comprehensive applications design, development and testing project plans that define project phases, activities, and tasks, project timelines, staffing requirements, and project costs.
· Responsible for functional, integration, regression, load/performance, and user acceptance testing within the JNET Test environment for all software and hardware to be released into production.
· Responsible for producing all of the documents identified in the JNET software development methodology.  The documentation necessary to support a project will be identified and approved by the application development team lead in the inception phase to a project.  The document should include but not be limited to the following:
· A requirements document.
· Application Architecture document.
· The business process identified in the Unified Modeling Language (UML).
· Detailed Design Document.
· Test plan and test cases document.
· Source Code (including but not limited to Application JSP, JSF, EJB, XML, CSS, XSLT, XML schemas, Database schema, stored procedures, etc.)
· Administration, coding and development of all XSLT, data models and data mapping
· Usage, development, modifications and creation of all JNET Service Specification Packages (SSP), Information Exchange Package Documents (IEPDs) and other project and technical related documentation.
· Responsible for assisting in the deployment activities.
· County installation and deployment of the ER application.
· JNET application and message infrastructure maintenance and support services for all JNET applications.
· Where deemed appropriate by the Application Development Manager, the applications team will conduct JNET code review and testing plan review of serious events and incidents.
· This set of services must be provided in a flexible, responsive manner since not every task can be predefined.
· Production problem analysis determination and issue resolution.
· Required to work together with other JNET vendors.
· Required to work together with other JNET third party providers of hardware and software.
· Other work products and deliverables as assigned by JNET.

 Additional Application Design, Development and Testing team tasks include:
· System design including documentation
· Develop the user interface
· Create databases
· Create message configurations
· Create messaging components
· Create business bean/component
· Develop data access object
· Unit test application components
· Prepare deployment documentation
· Schedule and conduct deployment walkthroughs
· Create test plans and test cases
· Perform system, regression and user acceptance testing


[bookmark: _Toc478623264]Senior Integration Developer(s)
The Senior Integration Specialist provides technical expertise in the areas of systems and applications design, development, and implementation.  This individual is recognized as an integration technical leader and will possess skills across multiple disciplines.  The senior level individual in this position will provide technical oversight and direction to JNET’s integration projects and members of the integration development team. 
The individual in this position will participate in the design and development of architectural standards and ensure compliance for:
1) Integration design, development, testing, and implementation practices, languages, and tools.
2) Provide input into integration security.
3) Provide the lead for JNET integration product research and assessment.
4) Provide oversight of the integration/configuration practices within JNET.
The individual in this position will determine how components such as firewalls, intrusion detection systems, encryption, authentication services, etc. fit into the overall JNET integration infrastructure.  
An individual in this position will lead the design and implementation of new and upgraded architectural and engineering services. The Senior Integration Specialist will design, develop, test, and implement complex event processing solutions that unlock the value of the Commonwealth’s justice enterprise information.  These solutions include the use of middleware-enabled business processes, applications, and system component integration within and across the Commonwealth’s enterprise.  
An individual in this position will provide support directly to JNET and assist JNET’s business partners and stakeholders in developing the processes, integration packages, and architectures required to achieve and sustain integration competency.  Individuals in this position will manage and deliver components of client engagements that identify, design, and implement technology and creative integration solutions for JNET.  The Senior Integration Specialist will participate in software development reviews, assist other team members with technology and project related direction, research, prototyping, and implementation services.
The Senior Integration Specialist is responsible for identifying the most complex development related issues and determining appropriate resolution.   This individual will support integration efforts for JNET and its agencies. 
Areas of expertise include in-depth knowledge of state-of-the art web enterprise service bus technologies, integration platforms, and web integration development tools and techniques.  
· Experience in large and complex integration efforts throughout all phases of the project lifecycle from scoping and planning, requirements gathering, design, development, testing, and go live.
· Architecture and solution design experience required.
· Experience with strategizing, designing, and building.
· Experience with IBM Datapower Gateway
· Experience with Enterprise Service Bus (ESB) technology; specifically SoftwareAG webMethods.
· Experience with business process modeling (BPM) tools.
· Knowledge and understanding of business rules integration.
· Experience in Service Oriented Architecture (SOA) architecture and concepts.
· Strong knowledge and comprehension of standards, specifications, standards bodies (e.g., XML, UDDI, JMS, Web services, etc.).
· Knowledge and experience in multiple EAI areas including message brokers, messaging middleware, workflow, rules engines, business process management, and business activity monitoring.
· Experience executing one or more architectural proof of concepts, possess strong methodology understanding, and have assisted in the design, development, or testing of a technology integration project.

An individual in this position will need to have a strong knowledge and comprehension of standards, specifications, and standards bodies.  This individual must be highly skilled in the usage and appropriate application of the following standards:
· HTTP - Hyper-Text Transfer Protocol 
· HTML - Hyper-Text Mark-up Language
· XML - eXtensible Markup Language
· LDAP - Lightweight Directory Access Protocol
· X.500 - Directory Services
· SSL 3 - Secure Sockets Layer (Encryption)
· X.509v3 - Digital Certificates (Authentication/Authorization)
· JavaScript/Jscript - based on the ECMA-262 scripting language standard
· Secure Web Services including
· Simple Object Access Protocol  (SOAP)
· Universal Description, Discovery and Integration (UDDI)
· Web Services Description Language (WSDL)


[bookmark: _Toc478623265]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	[bookmark: _Hlk478627074]IBM WebSphere MQ
	IBM WebSphere MQ Appliance

	Nastel Autopilot
	IBM Datapower (XI50, XI52)

	IBM Datapower Virutal Appliances
	SAG webMethods Suite

	JAVA J2EE
	Oracle Web Logic Server

	GIT
	Jenkins

	Jboss Application Server
	Eclipse



[bookmark: _Toc478623266]Specific Open Standards
none.

[bookmark: _Toc478623267]Responsibilities
· Integrating with middle-tier services and back-end resources using JMS, JDBC, or other protocols.
· Reviewing design requirements, building use cases, and determining the best-fit integration solution.
· Optimizing existing business process flow and webMethods flow services and business processes to efficiently and effectively use IT resources.
· Working with designers, technologists, and users to ensure design requirements are met.
· Researching, evaluating, and recommending new integration related products, product upgrades, system improvements, services and offerings to support JNET requirements and integration installation and maintenance.
· Planning and facilitating information architecture-focused agency work sessions.
· Researching and maintaining knowledge in emerging justice and enterprise service bus technologies.  
·  Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned.
· Perform additional duties as assigned.  

[bookmark: _Toc478623268]Desired Education, Knowledge, Skills and Abilities
· Bachelor’s Degree in Computer Science or Engineering, or equivalent degree.
· Eight years’ experience in the IT industry.
· Five years of technical experience supporting business integration and middleware-based solutions.
· Five years of experience designing and developing on SoftwareAG webMethods products, including but not limited to  Integration Server, Broker, Optimize of Infrastructure, Adapters (JDBC, WebsphereMQ, JMS), Designers, BPMS, etc.
· Understanding of distributed component design techniques to create scalable EJB components.
· Strong hands-on technical experience with IBM WebsphereMQ.
· Strong analytical and technical skills.
· Strong object oriented analysis and design tools and techniques.
· Excellent communicator with all levels of staff, both verbally and in writing.
· Ability to make clear technical presentations.
· Prior experience in enterprise-scale managed environments is a must.
· Strong internet/web design and development tools and techniques.
· Relevant industry certifications.
· Exercises mature judgment.
· Ability to work both independently and as part of team.
· Excellent organizational skills.
· Proven ability to interact at all levels of the organization.  
· Demonstrated problem solving skills, strong conceptual and analytical skills.
· Demonstrated ability to work as an effective team member.
· Excellent oral and written communication skills.
· Willingness to mentor junior staff in technical areas.
· Willingness to travel to client locations.

This person must be proficient in the following platform specific standards:
· Experience with webMethods Integration Server v8.2.1 or later, including adapter development and customization:
· Broker 
· Deployer
· Designer
· My webMethods Server 
· Optimize for Infrastructure
· BPMS
· Experience and working knowledge of IBM WebSphere DataPower SOA Appliances preferred.
· Knowledge of Java Enterprise Edition (J2EE) - standard for developing multi-tier enterprise applications, including:
· Enterprise JavaBeans (EJB)	
· Java Naming and Directory Interface (JNDI) 
· JavaServer Pages (JSP)
· JavaServer Faces (JSF)	
· Java Message Service (JMS) 
· Java Servlets			
· Java Database Connectivity (JDBC)
· Java API for XML Processing (JAXP)

The staffing requirement for the Senior Integration Specialists is for three (3) full-time contractors.
This Senior Integration Specialist positions reports to the Applications Manager.

[bookmark: _Toc478623269]Senior Web Applications Developer(s)
A senior level developer is differentiated from a junior level developer by the complexity of applications developed and/or maintained, and the accountability for independent computer systems analysis and design work.  Additionally, each of the application developer positions are differentiated by the types and levels of product knowledge as specified in Appendix F, Proposed Personnel Product Skills Matrix   

The Application Developer provides technical expertise in the areas of application design, development and implementation of custom software in support of JNET’s strategic business plans.  This position is an application development position that is recognized as a technical specialist and is a critical technical resource across multiple disciplines.  The individual in this position will provide technical support, maintenance, enhancements, and new development.  

The Application Developer will possess the requisite skills and experience to design, develop, and maintain high performance, scalable, reliable, and reusable component-based multi-tier applications using Java EE, SoftwareAG webMethods,  NetIQ Identity and Access Management (previously known as Micro Focus (Novell) Identity and Access Management), IBM WebSphereMQ, Microsoft .NET, and other leading technologies.  The individual in this position will be expected to draft technical design documentation, write code, conduct unit testing, and troubleshoot issues.
This is highly advanced technical work essential to the project life cycle of JNET’s computer applications.  An individual in this position is responsible for the analysis, planning, design, development, testing, debugging, maintenance, and documentation of highly complex applications to fulfill the needs of the JNET’s business systems which follow JNET’s business plan.  An individual in this position is responsible for highly complex application development projects; performing advanced technical work or independent application development and maintenance of major JNET systems critical to core business functions that inoperability would significantly impact and/or impair operations.  
Work at this level is differentiated from the next lower level by the complexity of applications developed and/or maintained and the accountability for independent computer systems analysis and design work.  Work involves independent development and/or maintenance of JNET’s complex computer applications which requires consideration of several variables and/or operational requirements.
Work will be assigned by the JNET Lead Developer and or Applications Design & Development Manager who outlines general instructions and objectives and provides assistance during the course of a large, highly complex application development project.
The application developer understands and consistently applies the attributes and processes of current JNET application development methodologies to every day working conditions; researches and maintains knowledge in emerging technologies.  The applications developer will work closely with the Quality Assurance and Application Support sub-teams to resolve environmental and production issues.  

[bookmark: _Toc478623270]Specific Products
In addition to the general products for all team members, these position(s) also required to have additional knowledge of the following software products.  Only one (1) of the Senior Developers is required to have Oracle Webcenter Interaction (WCI) product experience.  Other than this exception all positions will be required to have knowledge in the products listed below; 
	Moodle
	WordPress

	IBM WebSphere MQ
	IBM WebSphere MQ Appliance

	Nastel Autopilot
	IBM Datapower (XI50, XI52)

	IBM Datapower Virutal Appliances
	SAG webMethods Suite

	JAVA J2EE
	Oracle Web Logic Server

	GIT
	Jenkins

	Jboss Application Server
	Eclipse

	SAP - Business Objects Suite
	



[bookmark: _Toc478623271]Specific Open Standards
none.

[bookmark: _Toc478623272]Responsibilities
· Serve as a team member or project lead on highly complex departmental or interagency systems development projects that involve critical business processes, numerous variables and diverse operational requirements.  
· Participate as a member of project teams including but not limited to requirements gathering, system design, application development, unit testing, providing verbal and written project status reports, and maintaining current and relevant documentation. 
· Work with clients to re-define systems requirements for enhancements and/or modifications.
· Identifies and evaluates alternative design options for complex business systems supporting multiple applications, including the technical and economic feasibility of each alternative, and develops, presents, and advises managers on recommendations for systems parameters, including proposed schedule and projected costs for development.
· Analyzes, designs, constructs, and tests programs for use in the JNET system.
· Analyzes program performance and makes decisions regarding application tuning.
· Provides prompt resolution to application problems for mission critical applications. 
· Utilizes desktop software to facilitate systems design tasks and to construct the design document.
· Develops detailed technical specifications for system customizations or modifications or for custom workflow development based on functional specifications.
· Confers with business operations team members to discuss requests for customization, including the customization requirements, feasibility, and the priority for each request. 
· Provides technical solutions to business operations team requests based on best system design practices.
· Identifies data migration and interface requirements.
· Utilizes standard and advanced computer system design techniques, system methodologies, and development tools.
· Reviews the JNET User Interface standards that have been documented by the JNET Management Team and ensures that each JNET application developed adheres to these standards during Unit Testing.
· Reviews project charter, requirements, conceptual design, detail design and test plan documentation in order to obtain clear focus for development and testing of any JNET application.
· Assists Test team to ensure a test script accurately reflect test strategies and plans, and ensures that they fully cover the application functionality.  
· Conducts thorough unit testing to ensure limited defects found in quality assurance (QA) testing.
· Works effectively with the testing and delivery management teams to manage defects and accurately report status of testing.
· Creates and maintains accurate and current deployment documentation in accordance with policies and procedures and is available to assist with all operations required for successful deployments.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned.
· Perform additional duties as assigned. 

[bookmark: _Toc478623273]Desired Education, Knowledge, Skills and Abilities
· Knowledge of information technology and systems analysis principles and techniques.
· Knowledge of computer programming techniques.
· Knowledge of developments and practices in application development and methodologies, including computer assisted systems engineering, rapid application development, and shared application development approaches.
· Knowledge of the concepts, characteristics, and capabilities of current information technology methodologies, equipment, and software.
· Knowledge of the principles and techniques of application development documentation and strategies.
· Knowledge of developments and practices in mobile friendly web application development, such as responsive design web development.
· Knowledge and proficiency in Software Oriented Architecture (SOA), web services, WSDL, Java EE standards and messaging-oriented middleware (JMS, IBM WebSphereMQ, and others).
· Knowledge and experience with relational database technology, data modeling concepts, tools and techniques.
· Ability to effectively communicate complex technical issues to technical and non-technical staff.
· Ability to review and evaluate new technologies and application development tools for use in the application development process and to recommend the acquisition of new hardware and software for use in the application development process.
· Ability to analyze complex business operations and to organize their component parts into logical and integrated systems.
· Ability to design and apply diverse technical application and information technology architecture solutions to complex business systems and to select the most efficient and appropriate solutions for individual business system problems.
· Ability to analyze and conduct research of complex business processes in order to develop information technology-based approaches to meet the needs of clients and managers.
· Ability to review and prioritize requests for application development or modification and to resolve conflicting requests for service.
· Ability to meet with business operations teams to identify their business needs and to develop plans to meet these needs.
· Ability to communicate effectively, orally and in writing.
· Ability to establish and maintain effective working relationships with clients, associates, managers, vendors, and others.
· Ability to write technical analysis and recommendations.
· Programming skills for writing computer programs for various purposes.
· Critical thinking skills for using logic and reasoning to identify the strengths and weaknesses of algorithms, alternative solutions, conclusions, or approaches to problems. 
· Complex problem solving skills for identifying complex problems and reviewing related information to develop and evaluate options and implement solutions.
· Active learning skills for understanding the implications of new information for both current and future problem-solving and decision-making.
· Troubleshooting skills for determining causes of operating errors and deciding what to do about them.
· Judgment and decision making skills for considering the relative costs and benefits of potential actions and the ability to choose the most appropriate one.
· Technology design skills for generating or adapting equipment and technology to serve user needs.
· Reading comprehension skills for understanding written sentences and paragraphs in work-related documents.
· Operations analysis skills for analyzing needs and product requirements to create an effective design.
· Systems analysis skills for determining how a system should work and how changes in conditions, operations, and the environment will affect outcomes.
· Bachelor’s Degree in Computer Science or related business field, or equivalent experience.
· Minimum of six years in the design, development, implementation and support of complex business applications software.  
· Minimum of 3 years of Java coding experience.

Application Developers will be familiar with the following products and technologies:
· Java Platform, Enterprise Edition (Java EE) 
· Enterprise JavaBeans (EJB)	
· Java Server Pages (JSP)
· Java Server Faces (JFS)
· Java Naming and Directory Interface (JNDI) 
· Java Server Pages (JSP)	
· Java Message Service (JMS) 
· Java Servlets			
· Java Database Connectivity (JDBC)
· Oracle WebLogic Application Server
· IBM WebSphereMQ
· HTML5
· jQuery
· Spring MVC
· Hibernate
· Apache Axis2
· CSS
· UML modeling
· XML and XSLT
· X.500 – Directory Services
· Private Key Infrastructure  (PKI)
· SSL 3 - Secure Sockets Layer (Encryption)
· X.509v3 - Digital Certificates (Authentication/Authorization)
· SoftwareAG webMethods
· NetIQ Identity and Access Management Products
· Microsoft .NET

Application Developer Essential Functions:
· Design, develop, test, and maintain business software applications. 
· Collect and analyze business and system requirements to determine design feasibility, functionalities, and constraints. 
· Formulate and define application scope and objectives and devise and enhance procedures to solve business problems of a complex to highly complex nature. 
· Prepare detailed specifications from which programs will be written and design, code, test, debug, and document programs.
· Ability to interact at all levels of the organization.
· Proficient with Microsoft Office tools (including but not limited to; Word, Excel, Access, Outlook, Visio, Project, etc).
· Ability to work cooperatively with all levels of staff.
· Capacity for organization, prioritization, and management in a dynamically changing environment.
· Establishes rapport with users and promotes independent computing.
· Problem solving skills, strong conceptual and analytical skills.
· Ability to work independently and with self-motivation.
· Excellent verbal and written communications skills.
· Ability to analyze needs, determine solutions, devise plans and implement them.

Staffing requirements for the Senior Web Application Developer positions are four (4) contractors.  
The senior web application developers report to the Applications Manager.

[bookmark: _Toc478623274]Senior Security Developer
The Senior Security Developer is responsible for the design, development and implementation of JNET NetIQ Identity and Access Management (formerly known as Micro Focus (Novell) Identity and Access management) software.  This individual will work as a member of JNET application development team and is a critical technical resource across multiple disciplines.  The senior level individual in this position will involve in providing technical support, maintenance, enhancements and new development utilizing NetIQ Identity and Access Management software.
The Senior Security Developer will possess the requisite skills and experience to design, develop, maintain and enhance the NetIQ IDM workflows and drivers; specifically, JDBC, LDAP and text-based drivers. The individual in this position will be expected to draft technical design documentation, write code, conduct unit testing, and troubleshoot issues.  This senior level individual will help develop and recommend technical designs of the continued implementation of the JNET NetIQ-based security infrastructure and assist with the technical enhancements.
This individual will work closely with JNET business analysts, developers, project managers and other stakeholders in designing, development, and implementation of state of the art security implementation using NetIQ Identity and Access Management applications, including but not limited to Identity Manager, Access Manager, eDirectory, drivers, etc.
Work will be assigned by Applications Design & Development Manager who outlines general instructions and objectives and provides assistance during the course of a large, highly complex application development projects.  The Senior Security Developer will work closely with the Quality Assurance and Application Support sub-teams to resolve environmental and production issues.

[bookmark: _Toc478623275]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	Moodle
	WordPress

	Micro Focus NetIQ Access Manager
	Micro Focus NetIQ Identity Manager

	CA SSO Suite (Siteminder/Identity Minder)
	Symantec MPKI

	Nastel Autopilot
	JAVA J2EE

	Oracle Web Logic Server
	GIT

	Jenkins
	Jboss Application Server

	Eclipse
	



[bookmark: _Toc478623276]Specific Open Standards
none.
[bookmark: _Toc478623277]Responsibilities
· Support new and on-going security efforts undertaken by JNET or JNET agencies. 
· Make sound recommendations on functional and technical improvements to the JNET NetIQ Identity and Access Management implementation.
· Analyze the functional and technical impact of product planning decisions as related to NetIQ Identity and Access Management product suites.
· Design, develop, maintain and enhance NetIQ Identity and Access Management products implementation, including but not limited to Identity Manager, Access Manager, eDirectory, drivers, etc.
· Analyze, design, develop and enhance JNET Role Based User Provisioning system.
· Participate in product design reviews to verify that design meets quality standards and functional/technical requirements.
· Perform impact analyses on production fixes and enhancements to establish priorities.
· Provide basic product support and provide accurate and complete answers to detailed product questions in a timely manner.
· Accurately sets severity of identified defects.
· Provide input to training and/or documentation materials regarding latest technical and functional design changes.
· Document all work for future reference.
· Review the system test approach and conditions used as the basis for detailed test scenarios.
· Coordinate product design reviews to verify that design meets quality standards and functional/technical requirements.
· Provide accurate estimates for design and programming efforts for system changes and enhancements.
· Coordinate enhancements to business and logical data models with database administration to make and appropriate changes to the physical data model.
· Confirm that technical architecture will support all changes required by product enhancements.
· Anticipate, identify, track and resolve issues and risks affecting own work and work of the Application Team.  Develop contingency plans as necessary.
· Apply specific expertise to ensure that products meet defined customer objectives.
· Determine time estimates and schedule for own work and resolve issues in a timely manner.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned.
· Perform additional duties as assigned. 

[bookmark: _Toc478623278]Desired Education, Knowledge, Skills and Abilities
· Bachelor’s Degree in Computer Science or Engineering; Master’s Degree preferred.
· Five to six years’ technical experience supporting complex business applications software.
· Five years of experience designing and developing NetIQ Identity Manager User Application, workflows and drivers.
· Three years of experience designing and developing Java applications.
· Three years of experience and proven knowledge of user provisioning life cycle.
· Three years of experience creating, maintaining and enhancing automated and user based workflows with the Workflow/Provisioning module.
· Three years of experience of NetIQ Identity Manager User Application configuration and management.
· In-depth technical knowledge and proficiency in the following area:
· LDAP-based directory and DirXML.
· Java EE standards.
· Role-based Access Control.
· SUSE Linux Enterprise Server (SLES)
· JBoss Application Server
· Must be able to translate conceptual diagram into functional technology solution.
· Relevant industry certifications.
· Excellent organizational skills.
· Proven ability to interact at all levels of the organization.
· Demonstrated problem solving skills, strong conceptual and analytical skills.
· Demonstrated ability to work as an effective team member.
· Excellent verbal and written communications skills.

The staffing requirement for the Senior Security Developer position is for one (1) FT contractor.
The Senior Security Developer reports to the Applications Manager.

[bookmark: _Toc478623279]Quality Assurance (QA) Testing Specialist
The applications testing specialist ensures the highest possible quality in software releases into production by managing testing functions and the test environment.  This work will be accomplished by working with the QA and Application Development Manager, and by assisting in the definition and development of processes to improve the software development and release process. 
The applications testing team lead will work with the Applications Development Manager to coordinate cross all development groups and activities of the JNET Program.  JNET’s testing methodologies and experience will be utilized within this role to establish standards based on industry best practices.
[bookmark: _Toc478623280]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	 Microsoft TFS
	SAP – Business Objects Crystal Reports

	 Microsoft SharePoint
	Microsoft SQL Reporting Services

	
	SOAP Sonar

	Smartbear soapUI & LoadUI
	Microsoft MTM

	
	ServiceNow



[bookmark: _Toc478623281]Specific Open Standards
none.

[bookmark: _Toc478623282]Responsibilities
· Provide technical and project leadership for all testing and quality assurance tasks.
· Maintain testing schedule and testing environment inventory.
· Coordinate functional, integration, regression, load/performance, and user acceptance testing within the JNET Test environment for all software and hardware to be released into production.
· Manage testers’ responsibilities.
· Work closely with the Quality Assurance and Application Development Manager to coordinate the testing of various configurations with the JNET environments to ensure the integrity of JNET as it expands its scope and breadth.
· Construct and maintain all test cases, test data scripts, and test diagrams.
· Monitor project progress as it relates to testing by participating as a member of Applications team.
· Work with project management office and project leads to ensure that project requirements are stated and testable.
· Develop and deploy quality assurance standards and processes in support of application development.
· Develop and implement JNET testing standards and processes.
· Perform tests on software according to test plans.
· Perform automated load and performance tests, when applicable, according to test plans.
· Develop automated test scripts, when applicable, including coding of complex scripts.
· Assist in coordinating user acceptance tests and in keeping test environments active for these tests.
· Prepare reports on test results.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned.
· Perform additional duties as assigned. 

[bookmark: _Toc478623283]Desired Education, Knowledge, Skills and Abilities
· Bachelor’s Degree in Computer Sciences or related business field, or equivalent experience.
· Two to Three years in the design, development, implementation and support of complex business applications software.
· Three years’ experience in formal web and/or messaging oriented middleware testing.
· Two years’ experience in automated/load testing tools.
· Ability to grasp technical concepts quickly and ability to translate project requirements into possible error conditions/testing scenarios. 
· In-depth technical knowledge and proficiency in:
· XML
· PKI, Private Key Infrastructure
· Systems Development Lifecycle
· Service Oriented Architecture 
· JavaScript
· OO Development Language Experience 
· Primary: Java, or 
· Other OO languages, C++ 
· Java Enterprise Edition (Java EE) 
· Excellent organizational skills.
· Proven ability to interact at all levels of the organization.  
· Demonstrated problem solving skills, strong conceptual, critical thinking and analytical skills.
· Demonstrated ability to work as an effective team member.
· Excellent verbal and written communications skills.

Staffing requirements for the QA Testing Specialist is for one (1) consultant.
These QA Testing Specialist position reports to the Applications Manager via the QA Testing Team Lead.



[bookmark: _Toc478623284]Applications Support Team 
[bookmark: _Toc478623285]Overview 
The JNET Application Support Team is responsible for twenty-four hours a day, seven days a week, and on-call maintenance and support of the production applications within JNET.  The production application environment includes these core application areas:  web query applications, messaging infrastructure, security platforms, service bus technologies, and end-user presentation layers.  Primary functional areas within applications support are web hosting and maintenance, application enhancements, support, and testing.  Additionally, the JNET Applications Support Team is responsible for the application and services deployment process, coordination with Enterprise Data Center (EDC), and working with other agencies and vendors for the support of JNET applications and services.
The Offeror should describe how it plans to support the following responsibilities:
· Coordinating the resolution of application system problem impacting production.
· Measuring and reporting on service performance and ensure all service-level agreements are met and objectives are achieved.
· Monitor group daily assigned incidents to ensure prompt, efficient response and resolution and communication and information distribution regarding application changes or updates.
· The Offeror should describe its ability to work with other Commonwealth agencies to provide applications support and resolve problem resolution.
· The Offeror should describe how it will work with other commonwealth agencies after hours to resolve JNET service problems and outages.

[bookmark: _Toc478623286]Functional and Positions Overview
The Application Support Manager reports to the JNET Executive Director.





The Application Support team is responsible for all of JNET’s applications and services running in Development, Staging and Production environments. This team provides second level support to the JNET Service Desk, and this team responds to all production problems related to application support issues.  Agencies rely on the functionality of JNET applications to complete their work.  The Application Support Sub Team is responsible to ensure that support is provided on JNET applications as quickly and efficiently as possible.
This team will work closely with the Application Development Team, the Quality Assurance/Test Team, and other members of JNET to provide system support and application monitoring.  In addition to working closely with the Application and Design sub teams, this team will also work closely with the Project Management and Communications Teams during all aspects of software development.
Responsibilities will include coordinating the resolution of application system problems impacting production, measuring and reporting on service performance and ensure all service-level agreements are met and objectives are achieved, monitor group daily assigned incidents to ensure prompt, efficient response and resolution and communication and information distribution regarding application changes or updates.

[bookmark: _Toc478623287]Team Knowledge and Skills
[bookmark: _Toc478623288]General Products
The entire Applications Support Team is required to have a working knowledge of the following products and technologies.
	Microsoft Windows Desktop
	Adobe Acrobat

	Microsoft Windows Server
	 Linux/Unix

	Microsoft Office Suite  
	

	IBM MQ-Series
	Nastel Autopilot

	Webmethods Integration Server
	Webmethods Designer and Process

	Webmethods Flow code
	Software AG Universal Messaging

	Microsoft Visual Studio
	Microsoft Internet Information Server (IIS)

	ITSM Solutions (ServiceNow, Remedy, etc)
	Microsoft SQL Reporting Services 

	Oracle WebLogic (formerly BEA WebLogic Server)
	Apache

	JBoss Application Server
	Eclipse

	Database Server (MSSQL, PostGresSQL, etc)
	



[bookmark: _Toc478623289]General Open Standards
none.

[bookmark: _Toc478623290]Outcomes
While JNET is seeking individuals to fill key roles within JNET, it is also oriented toward providing new and ongoing support services to the JNET user community.  This section provides a set of work products that will be expected from the Application Support team.  
The purpose of the Application Support team is to provide ongoing support for all JNET owned equipment and information systems technology to ensure that all services are available to the JNET user community 24x7x365.  

[bookmark: _Toc478623291]Inputs
The inputs to the Application Support team include:
· Development and support of JNET policies and procedures, and assurance that polices are compliant with Enterprise ITB’s and policies.
· JNET third party vendor information, third party service level agreements; support contracts and the JNET Information Systems management team.
· JNET release and deployment procedures.
· Current JNET design and applications architecture diagrams.
· Current JNET logical and physical network diagrams.
· Current JNET procurement processes and procedures.
· JNET procurement inventory.
· Current JNET hardware and software inventory database.
· Current JNET configuration database.
· Current JNET release database.
· Current JNET release policy and procedures.
· When directed by management, conduct reviews of serious events and incidents that lessen the quality of our policies or procedures.

[bookmark: _Toc478623292]Tasks
Application Support team deliverables consist of a collection of ongoing services to JNET and include:
· Create, manage, and maintain weekly and monthly work plans.  Work plans include all tasks assigned to the JNET Application Support team.
· Responsible for deployment of JNET applications to test and production environments.
· Application design and development of inter-operable systems using Microsoft, IBM and NetIQ technologies.
· Provide tier 2 support for JNET Service Desk and JNET applications.
· Create, manage, test, and update the JNET Disaster Recovery (DR) plan.  This includes ensuring ongoing backup and recovery for all JNET services.  This includes but is not limited to: performing daily and incremental backups of all JNET systems; moving backup tapes off site using the Commonwealth approved off-site vendor.  The DR plan must be reviewed every six months, and a DR test must be performed once a year.
· At the direction of JNET, and in conjunction with the Enterprise Data Center (EDC), create, manage, and update the hardware and software maintenance plan.  This includes all upgrades, replacements and decommissions.
· Ongoing JNET support.  This includes but is not limited to: installing configuring and setting up printers and PC’s for JNET employees. 
· Telecommunications maintenance, monitoring and coordination with PA team (telecommunications and infrastructure team) for WAN upgrades of all JNET WAN circuits; must coordinate and work with Department of State SURE Project.
· At the direction of JNET, and in conjunction with the Enterprise Data Center (EDC), provide management for the procurement of all new JNET hardware and software as well as all hardware and software maintenance necessary to support JNET based projects.
· At the direction of JNET, and in conjunction with the Enterprise Data Center (EDC), manage all JNET hardware and software assets including the process for new incoming assets and all outgoing obsolete or unneeded assets.  This includes software license management and compliance.
· Conduct a bi-yearly audit of all JNET owned hardware and software.  
· Consult with the JNET Application Support Manager on a monthly or as needed basis to identify operational improvement opportunities both at a systemic and facility-specific level.
· At the direction of JNET, and in conjunction with the Enterprise Data Center (EDC), create, manage, and update current and future hardware and software standards.
· At the direction of JNET, create, manage, and update the JNET 24x7 emergency application and Service Desk support process and procedures.
· At the direction of JNET, create, manage and update the JNET problem/issue resolution procedures.
· Perform bi-annual capacity planning report.
· Other work products and deliverables as assigned by JNET.

[bookmark: _Toc478623293]Applications Support Specialist(s)
The Application Support Specialist provides technical expertise in a variety of technical areas in the support of JNET’s system applications.  The individual in this position is recognized as a technical specialist and critical technical resource across multiple disciplines.  The individual in this position will also provide technical support and maintenance of the JNET Application environment and the JNET Messaging Infrastructure.  
This is highly advanced technical work essential to the maintenance of JNET systems critical to core business functions.  The individual in this position is responsible for technical support of all infrastructure components to support the design, development, networking, database, and testing of highly complex applications to fulfill the needs of JNET systems.    
Work at this level is differentiated from the next lower level by the complexity of applications maintained and the accountability for independent computer systems analysis and design work.  Work involves independent development and/or maintenance of JNET’s applications which requires consideration of several variables and/or operational requirements.  Work includes leading the development of complex IT system needs analysis, operations analysis, and systems analysis activities for the operation, implementation, and enhancement of information technology activities of JNET.  Work involves applying technology to manage information for the business area in accordance with Commonwealth, JNET, and national information sharing standards.
Work may be self-generated and performed independently to meet the specific needs of an organizational unit and performed independently for complex application development work; or be assigned by the Application Support Manager who outlines general instructions and objectives and provides assistance during the course of a large, highly complex application development project.
[bookmark: _Toc478623294]Specific Products
In addition to the general products for all team members, this position also required to have additional knowledge of the following software products.  
	NetIQ Access Manager
	NetIQ Identity Manager

	Micro Focus (Novell) e-Directory
	HPE SiteScope 

	IBM Datapower (XI50, XI52)
	


[bookmark: _GoBack]
[bookmark: _Toc478623295]Specific Open Standards
none.

[bookmark: _Toc478623296]Responsibilities
· At the direction of JNET, and in conjunction with the Enterprise Data Center (EDC), responsible for infrastructure capacity planning to ensure that existing and new services have a stable platform for availability and support.
· Conducting analysis of present methods, applications, objectives, and pertinent data, followed by the recommendation of proactive solutions using automated technology equipment and techniques, to produce the optimum and most economical solution to application needs that will ensure JNET’s Service Level Agreements with agency stakeholders are met.
· Managing the coordination between computer design, programming, database, data communications, software, and operations functions to ensure that responsive and satisfactory service levels are established and maintained for the 24 hours per day 7 days a week and 365 days per year support.
· Supporting connectivity for local network systems, a wide variety of hardware and software, and many varied peripherals that make up JNET’s environment.
· Developing, recommending, arranging and/or conducting training of hardware systems and software applications as required to maintain JNET’s four environments.
· Assisting JNET management with highly complex application project development and completion. 
· Providing technical assistance in a centralized support capacity as well as advising JNET’s management team in the design, acquisition, installation, operation, and maintenance of JNET’s applications, infrastructure, security and networks.
· Installing, maintaining, and upgrading all software and hardware related to the LAN, including the setup of servers and workstations and the installation of network application software, messaging infrastructure and any bridges or gateways as required. 
· Interacting with EDC Support in the installation and maintenance of any host software and hardware necessary to support the JNET environment.
· Planning and configuring network hardware and software to optimize the network's performance and for data security.
· Monitoring contractor performance in providing services and equipment in accordance with JNET’s business plan.
· Implementing, controlling, and monitoring JNET’s security measures.
· Recommending JNET security policy, procedures, and guidelines for the protection of computer assets, confidentiality, and integrity of information.
· Investigating, analyzing, and resolving end-user security and resource access control problems by working closely with application developers and/or database analysts to provide the most secure and efficient methods of protecting online transactions and information accessed through JNET’s messaging, client-server and web-based applications.
· Serving as a team member or project lead on highly complex departmental or interagency systems development projects that involve critical business processes, numerous variables and diverse operational requirements.
· Ensure completion of all assigned tasks on or before the assigned tasks due dates.
· Provide honest, thoughtful, timely, and reasonable work and time estimates.  
· Provide honest, regular, accurate, and timely statuses for all assigned tasks and work.
· Identify all tasks you cannot complete or meet assigned dates and clearly communicate them to the Project Manager(s) and your Functional Manager.
· Clearly, effectively and frequently communicate with the Project Manager(s) and your Functional Manager for all assign work tasks.
· Meet all of your Functional Manager or Lead’s expectations regarding the quantity and quality of your work.
· Work cooperatively with all JNET teams and team members 
· Actively participate in all assigned project and team meetings. If you cannot attend a Team Meeting, inform your Project Manager(s) and Function Manager in advance.
· Arrive at meetings on or before the scheduled start time.
· Be prepared for all assigned agenda items in meetings. 
· Read materials provided in advance of meetings and be prepared to provide input, ask questions, and make recommendations.
· Develop, modify and complete all reporting and timesheets in a timely manner.
· Resolve all issues in a timely manner.
· Develop, update and maintain a desk manual to facilitate detailed transition of work. 
· Provide knowledge transfer to designated Commonwealth staff or other contracted staff.
· Provide mentoring and training to other staff as assigned.
· Perform additional duties as assigned. 

[bookmark: _Toc478623297]Desired Education, Knowledge, Skills and Abilities
· Knowledge of information technology and systems analysis principles and techniques.
· Desired knowledge of application development (Microsoft, JAVA J2EE & UI Technologies.
· Knowledge of computer programming techniques.  Knowledge of developments and practices in application development and methodologies, including computer assisted systems engineering, rapid application development, and shared application development approaches.
· Knowledge of the concepts, characteristics, and capabilities of current IT methodologies, equipment, and software.
· Knowledge of the principles and techniques of application development documentation and strategies.
· Ability to effectively communicate complex technical issues to technical and non-technical staff.
· Ability to review and evaluate new technologies and application support tools

Staffing requirements for the Applications Support Specialist(s) is for five (5) consultants.
The Application Support Specialist(s) report to the Applications Support Manager via the Messaging and Portal Leads.
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1.  Three (3) members of the Offeror’s team will report to the 

Communications Manager.  These positions include;

· Web Master / Deployment Lead

· Special Projects Lead

· Trainer / Course Developer

2. Two (2) members of the Offeror’s team will report to the 

Service Desk Lead.  These positions include;

· Service Desk Agent

· Service Desk Agent
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1.  Nine (8) members of the Offeror’s team will report to the 

Applications Manager.  These positions include;

 Sr. Web Applications Manager

 Sr. Web Applications Manager

 Sr. Web Applications Manager

 Sr. Web Applications Manager

 Sr. Integration Developer

 Sr. Integration Developer

 Sr. Integration Developer

 Sr. Security Developer

2. One (1) members of the Offeror’s team will report to the 

QA Testing Team Lead.  This position includes;

 QA Testing Specialist
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1.  Four (4) members of the Offeror’s team will report to the 

Messaging Lead.  These positions include;

· Applications Support Specialist

· Applications Support Specialist

· Applications Support Specialist

· Applications Support Specialist

2.  One (1) members of the Offeror’s team will report to the 

Portal Lead.  These positions include;

· Applications Support Specialist

Applications 

Support Manager

Executive Director

Messaging  Lead 1 Portal Lead 2
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